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Computer technology and its various applications have come to
pervade all walks of life — be it social media, economy, higher studies,
e-commerce etc., Common law principles on computer evidence are going
through rapid change due to change in technologies and increasing use of
electronic evidence in court. Islamic law also lays down very strong
evidential principles for electronic evidence. Electronic evidence is treated
as documentary and circumstantial evidence. In both the cases (when it is
documentary or circumstantial evidence), it is admissible in civil cases. But
its use is limited in criminal cases. That is, Hudiid and Qisds cases cannot
be decided solely on the basis of electronic evidence, unless corroborated
by other evidences. Islamic law does not provide rules for electronic
evidence, but it does provide important general principles, that can be used
to test the standards advocated by modern law. The present research shall
explore the principles of Islamic law for electronic evidence in the areas
of documentary (al-Kitdbah) and circumstantial evidence (Qarinah). Then
Kitdbah or Qarinah, are discussed to ascertain standards of Shari‘ah in
civil and criminal cases.
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Introduction

Imagine a person wakes up early in the morning and he is informed
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that smart technologies and Internet has ceased to work in his country,
for a few days. What would his life be like? No cell phone, no Internet,
no laptops, no computers, no smartphones, no social media. This kind of
life is unimaginable in this age. Imagine the loss that his business would
have to bear? Or if he is an employee his institution would be at huge
loss. Ultimately the economy of that state would be facing huge shocks.

The significance of computer, Internet and smart technologies is far
beyond our imaginations. This is the factor that has helped man reshape
it rules and govern it as smoothly as possible. How is it possible that
something which is so important for mankind is not being paid any attention
from the point of view of Islamic Law? It is right time to identify rules
of Islamic law of evidence, dealing with computer and digital evidence.

Islamic jurisprudence provides for well-structured principles of law
of evidence. These principles are general in nature. Which are applicable
to upcoming new situations. There is no denying the fact that Islamic law
does not provide specific rules for electronic evidence. However, it does
provide important ‘general principles’ that can be used to test the standards
set by modern law with a view to ascertain their compatibility with
Islamic Law. These general principles can be derived from the areas of
documentary (al-Kitabah) and circumstantial evidence (Qarinah), in
Islamic law.

Present research, first defines electronic evidence and discusses its
types. Then its significance is deliberated. It further covers stance of
common law on electronic evidence, followed by how does it operate in
civil and criminal cases. Then legal basis for admissibility of electronic
evidence is discussed and rules of documentary (al-Kitabah) and
circumstantial evidence (Qarinah) are discussed one after the other,
followed by Qadi's approach to both in case civil and criminal trials.

Definition and types of Electronic Evidence

Electronic evidence is defined as, “Information of probative value
stored or transmitted in binary form™'. While binary represents the eventual
storage format of all kinds of digital information, the term digital covers
a broad range of data. So electronic evidence can appropriately be
defined as “data (comprising the output of analogue devices or data in
digital format) that is manipulated, stored or communicated by any man-
made device, computer or computer system or transmitted over a
communication system, that has the potential to make the factual account
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of either party more probable or less probable than it would be without
the evidence.”?

So, the definition of electronic evidence covers three aspects of
information;

1. It includes all the evidence stored, created, altered in a computer
2. The computer devices include PCs, networks, phone systems, wireless
devices, computer systems, smart cards, navigation systems, etc.
3. It includes only the data that is “relevant to the process by which
a dispute, whatever the nature of the disagreement, is decided by
an adjudicator, whatever the form and level the adjudication takes.”

National institute of Justice defined digital evidence as any information
present in binary form and is reliable in courts. It is something which is
present on a hard drive, a cell phone, laptop, flash card in a camera.
Electronic evidence is usually linked to electronic crimes, similar to frauds
relating to credit cards, or pornography. But electronic evidence is used
to solve all types of cases. For instance, a mobile phone call record or
an email address may reveal malicious intention of a suspect and his
relationship with other criminals.* Digital evidence includes any information,
or data sent or received by an electronic device, which can be utilized
during investigation.

Mason categorises computer evidence on the basis of human input
used in them. These are:

Computer Generated Data

This type of evidence is a document generated by computer and it
does not involve human intervention. Examples of these types of record
are data logs, telephone connections, and ATM transactions. The main
evidential problem with this type of records is to establish that the computer
program was working properly at that time. So here the testimony is not
usually required as long as the system that generated the document is
reliable.’

Computer Stored Data

It includes, the record of activities that involve the written content
by one or more people. For example, emails, word processing files and
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messages. From the evidential point of view, it would be necessary to
establish that the content of the document is a reliable record of human
statement. Here the witness who created the document must testify
about the reliability. Otherwise, it can come under hearsay, which will
make it inadmissible in court.®

Computer Stored and Generated Data

Record consisting of a mix of both human input and calculations
generated and stored by a computer. Example of this type may be a
spreadsheet that contain human statements (input to the spreadsheet
program), and computer processing (mathematical calculations performed
by the spreadsheet program). The evidential issue here would be to
assess the document creation process. It means, to check how much of
it is created by a human and how much of it is created by computer. It
may be possible that human input could be hearsay, or the authenticity
of the computer processing might be an issue.” Both issues shall be
resolved accordingly.

The above-mentioned classifications are explained in the case of
Elf Caledonia Ltd v London Bridge Engineering Ltd.® As it was rightly
pointed out by the judge in the above case law that it is not always
possible for the person who fed the data in computer to come and testify.
So, there are some limits of such testimonies as well.

Significance of Electronic Evidence

Electronic evidence is the most important aspect of a crime and
investigation. In fact, in the present times, it is very difficult to catch a
criminal without any electronic evidence. There are many cases that
support to this argument. One such case that shows the significance of
electronic evidence is discussed below. In the case, the law enforcement
agencies failed to solve the criminal case as there was no data in the
modern gadgets to prove or disprove the facts.

Philip Welsh was a taxicab dispatcher who worked in Maryland.
On February 2014, he was murdered at his home. At his workplace, he
used technology and computers daily but at home, he never used such
devices. He relied on landlines, hand written letters and typewriters.
Friends and family often prompted him to try a device or the Internet,
but Welsh never did. When he was absent from work, it was later found
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that he had been murdered. He lived alone and had no enemies. In fact,
he was a loveable person. His home was open to taxi drivers, who
needed a place to sleep between shifts. Lack of digital evidence turned
out to be a big hurdle in investigating the crime. Police had no way to
find out what Welsh’s activities were or whom he met. Without evidence
such as text messages, emails, and web history, it was not possible to
investigate. The murder of Philip Welsh remained unsolved and officers
concluded that this happened due to the lack of digital evidence.’

Electronic Evidence in Common Law

Common Law now relies heavily on electronic evidence. When a
suspect is caught, the Investigation Officer gathers proofs from him. The
main information sources that help assess any link to the crime are the
mobile phones which may contain call records, text messages, Internet
browsing history, etc.!®

It was observed by one of the US court in Riley v California that,
“Modern cell phones are not just another technological convenience.
With all they contain and all they may reveal, they hold for many Americans
“the privacies of life”.!! It was also observed that the modern cell phones
are not only phones but mini-computers in the hands of public, containing
personal messages, social media posts, call records, browser history,
contacts, things to do lists, personal notes, etc. All these activities’ data
play a vital role in connecting the dots of crime and chasing criminals.
Mobile phones serve as a tracking system for the criminals.

Electronic evidence is almost unanimously accepted as a
documentary evidence, real evidence and circumstantial evidence
worldwide."? It is admissible as a documentary evidence in the case
where body or text of document is sought to be proved. It is acceptable
as a real evidence where content of document is not an issue, but
availability of electronic evidence in accused’s possession. For instance,
presence of incriminating images or information in accused’s computer
or phone." It is accepted as a circumstantial evidence when the case is
to be proved through the circumstances. In Public Prosecutor v. Neo
Khoon Sing, accused worked at National Environment Agency North-
East Regional Office. He sent three emails containing false terrorist
attacks warnings, from his official computer, hacking websites of ministry
of home affairs and Prime Minister’s office. Police found out the actual
location from where the emails originated. Accused claimed defence of
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alibi. But circumstantial evidence showed that the official computer was
used for these emails. He claimed that an imposter accessed his computer
and did this. But computer evidence showed that some time after these
threatening emails, official email was sent.'* So, this case like many
others was solved on the basis of circumstantial evidence.

Modern means no doubt are of a great assistance to the law
enforcement agencies but this technology is also being misused or abused.
Technology is helpful to the criminals as well. Fragile nature of electronic
evidence makes it prone to tampering, manipulation and destruction. The
Common Law has tried to look into these problems. It is accepted
worldwide that any evidence shall not be rejected solely on the ground
that it belongs to modern technology. Different forms of latest evidences
are increasingly being used in courts. During trials, judges are mostly
asked to make rules for admissibility digital evidence. The decision on
admissibility impacts the final result of the case, whether it be a civil or
a criminal case."® Courts keep on trying to grapple with rules of evidence
to deal with this area. The ease in which these kinds of evidence can
be fabricated brings hurdles in the way of admissibility. Different kinds
of evidence such as DVD, hard drives, SMS/MMS, chats, mails, and
other kinds of computer generated evidence pose various problems and
challenges for authentication.'®

Generally four standards are applied for admissibility of electronic
evidence:

1.  The evidence must be relevant to facts in issue.
2. Evidence must be authenticated. This is the most important step of
admissibility because it ensures complete trust or distrust of court on
electronic evidence.!” It deals with the challenges of authorship and
alterations. Different techniques are applied for different kinds of electronic
data, like, web content'®, e-mails,' business record and social media
messages®® etc. Following methods are usually used for authentication:
a) Authentication by testimony.?!
b)  Authentication by technical opinion (expert testimony).?
¢) Authentication by Circumstantial Evidence.?
d)  Authentication by other technical methods, like hashtags, meta data
etc.?

The drilling process of authentication does not take place in each
trial. It is only exercised where it is challenged by the opponent parties.
3. If'the evidence in court’s consideration is hearsay it is inadmissible.
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This rule is generally applicable to computer stored evidence where data
is manually fed.*

4.  “Best Evidence Rule” which is derived from “Original Writing Rule”,
means that the evidence must be original, real, primary and direct. In
electronic data it means that the copies produced through the mechanical
process are exactly identical to the original. In Common Law printed
duplicate copies are admissible as originals unless accuracy challenges
are raised by the opponents.?

In Common Law electronic evidence is considered as reliable as
physical evidence provided that the standards mentioned above are properly
applied. In many European countries, three common situations are stated
where electronic evidence is considered equivalent to traditional evidence.
(1) The equivalence of paper documents with electronic document. In
several legislations, the type of document is specified e.g. electronic
receipts/contracts and notifications (fax) are compared with supporting
paper receipts/contracts and notifications. (2) Similarity of electronic
signatures with handwritten signatures. (3) The equivalence of electronic
mail to postal mail.?’

There is a group of European countries,?® that assimilate electronic
evidence with paper evidence. These countries give value to the electronic
evidence as documentary evidence at trial.* This is the case commonly
practiced in majority of the countries, including USA, UK, Pakistan.*

Electronic Evidence in Civil and Criminal Cases

Electronic evidence is treated differently in civil cases than in
criminal cases because of the difference in their rules.>! When electronic
evidence is involved, one of the major differences between civil and
criminal cases is, the chances of destruction of evidence. These chances
are higher in civil cases because evidence is not usually seized, unlike
criminal trials where the evidence is seized by the investigation officer.*

Electronic evidence has gained importance in most of the areas/
activities of daily life, such as modern economic transactions, commercial
marketplaces and methods of commitment of crime, etc. That is why,
electronic data has largely affected civil and criminal trials. In civil cases
for example, there is an increased reliance on electronic communications,
for solving a case. It is now a common practice, to request for discovery
of several millions of pages or emails in civil disputes. Similarly, for
investigation in criminal trials, reliance is increasing on social media sites,
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such as Whatsapp, Skype, Facebook, etc, to gather evidence.** Response
of legal profession towards electronic evidence in civil and criminal cases
is in phase of fits and starts.

Electronic Evidence in Civil Trials

Rules of obtaining and storing evidence for civil trials are mostly
governed by civil procedure codes of different countries. For instance,
recent developments in new Federal Rules of Civil Procedure (FRCP)
of USA and UK have tried to place to put some limitations on the kind
of evidence that can be asked in electronic discovery, making the process
less burdensome for both parties.**

Principles of electronic discovery for civil cases stipulate that parties
are under obligation to disclose relevant evidence, which are demanded
by the other party. Civil discovery means that parties have a right to
request the court to compel the other party to hand over relevant evidences
to them. Parties make a list of documents that are required by them.
Other party upon request is bound to hand over, keeping the originals
with them.

Methods of extracting evidence in civil discoveries are different
from criminal investigation. Recently a model for e-discovery called e-
discovery reference model (EDRM)*, was published which included
following steps.

i)  Information Management.*

ii)  Identification of evidence®’

i) Collection and preservation of evidence?®
iv) Processing®

v)  Reviews and analysis*

vi)  Production*!

vii) Presentation.*?

In order to discuss working of electronic evidence in civil trials, a
good example is UBS vs. Zubulake*. This was the case filed by Laura
Zubulake, against her boss UBS Warburg, who promoted another person
instead of Laura, despite the commitment made to her at the time of
appointment, of a promotion at that particular time. Laura filed a case
against gender discrimination at equal opportunity commission. The
evidence of the case according to her were in emails exchanged between
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UBS and Laura. Court ordered civil discovery of emails containing
commitments made between plaintiff and defendant. Resultantly, the debate
heated up between the parties and Laura demanded for more emails.
The demand was refused by UBS on the grounds that searching for the
requested pages would be cost prohibitive. Laura told the court that she
presented almost 450 pages of emails in response to which only 100
pages were presented by UBS, which means rest of the emails were
deliberately removed or deleted. Court asked UBS to explain the system
of backing up of emails and data retention policies. After opinions were
recorded by different experts, the court concluded that clearly the emails
refused by UBS could be produced easily and that these emails were
deliberately removed or deleted. The court resultantly decided to award
9.1 million to Zubulake as compensatory damages and 20.2 million dollars
as punitive damages. Here it can be observed that proper management
and archiving of electronic data is of immense importance in a civil trial.
The reason is already mentioned above that in civil trials the evidence is
the responsibility of the parties. In case of failure to produce required
evidence, parties have to undergo heavy sanctions.

Electronic Evidence in Criminal Trials

In order to access the status of electronic evidence in criminal
case, let us consider an example of a person Fred who steals money
from a bank through fraudulent fund transfer. Fred uses a number of
computers to hide his tracks. Let us assume that Fred uses a server run
by a private university as his first intermediary and then a computer from
public library. From his ISP he first hacks a university computer, with
access to the university computer established, he hacks the library
computer. From the library computer he finally attacks the main server
of the bank. Fred is successful in guessing the password correctly. He
creates a new account and instructs the computer that the account has
$ 500,000 in it. He then transfers the money from new account to an
account which is untraceable (offshore). The next day an officer from
the bank finds out that money was transferred to a new account and is
now missing. Bank calls the police.

The electronic crime scene looks very different. Apparently there
is neither any eye witness nor any piece of real evidence. A digital
detective (expert) would assess the situation and will find out the IP
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(similar to a telephone number of Internet) address of the person who
hacked the account. The bank’s server kept a log of hacker’s connection
to the bank computer. The detective starting from IP address would
follow the bread crumbs from the bank to appellant’s computer. He
would collect bits and bytes of electronic evidence in the system of bank
and accused computer and assemble them in a way that identifies the
plaintiff and proofs his guilt beyond reasonable doubt.

The first step would be to obtain stored record from the four
computers used in the server attacks home computer, university, library
and then bank computers. The procedure for collection of electronic
evidence in criminal cases (such as hacking) involve three stages; collection
of evidence, surveillance and the forensic investigation of suspect’s
computer.*

The key in most of the cases is to get access to the computer
which was used to conduct this activity. If police gets an access to
Fred’s computer they would be able to get evidence of extra ordinary
importance. It is possible for the detective to reconstruct details of what
happened and when. Even the deleted files can be recovered.

Let us assume that the detective successfully extracts incriminating
information from Fred’s computer. Fred is found guilty and the matter
goes to trial. Prosecution will present witnesses in a sequence of incidents.
First a person from the bank will testify that money was stolen. Secondly,
system administrators from intermediary banks will testify about the link
in the chain of evidence. The system administrator of Fred’s ISP will
testify about the criminal activity that took place through the system.
Finally, the government officials will testify that they found the computer
from Fred’s home. They will give any other circumstantial evidence
which they found out from Fred’s home such as, the user name and
password of the bank written on a piece of paper, placed on the computer
table. The government’s case shall be proved beyond reasonable doubt
that Fred committed the banking robbery.

Here in this case, the experts and the circumstantial evidence play
a vital role, if the accused is interviewed and clues can be found from
there. For instance, in another case, the accused stole fraudulently through
a money transfer from the bank. The accused was a team member of
password reset team. From among many other proofs against him, his
lies during interview sessions and circumstantial evidence proved him
guilty. He accessed the computer of office after his dismissal time from
office. He came back to office 30 minutes after that. He was asked
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about the reason of coming back, he said he came back to pick umbrella
because it was raining. But the CCTV footage showed that it was a
bright sunny day. Similarly, in case US v. Siddiqui, the accused denied
of being the author of incriminating chats. But the investigation officers
found out a name and address on a piece of a paper on his table, which
was given in the chats.

In a nutshell, there are few things which are essential for a case
of electronic evidence in criminal trials:

Oral testimony,

Expert testimony
Circumstantial evidence
Documentary evidence etc

b=

Legal Basis for Admissibility in Shari‘ah

There is no doubt that any direct precedent for electronic evidence
in the time of Prophet (£2) and classical figh is not possible. But the
saying of the Prophet “bayyinah is on claimant™ is broad enough to
provide many things including modern means of proofs. Electronic
evidence comes under two types of evidence and can be proven through
them:

1. Documentary evidence al-Kitabah,
2. Qarinah

Computer evidences and photographs are some strong analogous
evidential foundations for electronic evidences.

Computer and Digital Evidence and Rule of Al-Kitabah

In the classical Islamic law, documentary evidence was named as
aurdq, hujjaj, sijil, wathiqah, mukhadar.*®* Documents in that time
were physical only, such as written paper or parchment manuscripts.
Such definition of jurists for documentary evidence was based on their
observation and the need of time. But the most important thing for
content of a document is that it can give information on it. So keeping
in view the modern era and reliance of society on electronic documents,
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Islamic scholars willingly expanded the definition of documentary evidence
and added modern evidence into it.’

The Qur’an gives a lot of importance to documentation. For instance,
it orders to write down the transaction or any debt which is to be
returned. It explicitly states in Surah al-Bagarah “O ye who believe!
When ye deal with each other, in transactions involving future obligations
in a fixed period of time, write them, let a scribe write down faithfully
as between the parties.”*®

According to the above verse of the Qur’an, a loan agreement
signed by the debtor, will be a valid proof against his liability of payment.
As electronic evidence is also a documentary evidence so this verse will
also be applicable to electronic writings. For instance, Younus Sohaili,
while writing about credit card transactions quotes above verse and
analyses the concept of writing of a debt as below;

“It is the opinion of the researcher that the credit card serves
the purpose of writing the debt of the customer at the point of
transaction. The card is swiped and the magnetic strip (or micro-
chip depending on the design of the card) is read by the computer
and the account of the customer is accessed via several levels of
computer verification, afterwards the customer approves the amount
of money that will be credited to his or her account and then the
merchant will use the card reading machine to record or “write”
that amount of debt onto the customer’s account.”

Many narrations from the Prophet Muhammad (££) also established
the precedent, regarding the orders about drafting legal documents and
their enforceability in the court of law. For instance, Prophet (&) ordered
his Companion ‘Ali (R.A.) to draw up a document in his name at
Hudaibiyah.®® Another example is of Prophet Muhammad (&%)
commanded his representative to draft a written agreement when he
purchased a slave from one of his Companions.*!

Guiding principles given by the Qur’an and Sunnah clearly
established that documentary evidence had a significant role in agreements
and commercial laws. This practice was unanimously endorsed by the
Companions of Prophet (/jma‘). Muslim jurists also agreed that
documentary evidence is a valid means of proof in Islamic law.>? But the
most important element for admissibility of documentary evidence whether
in Islamic law or computer evidence, is authentication.
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Authentication of Documentary Evidence in Islamic Law

Acceptability of documentary evidence in Islamic law is not absolute.
Allah, The Exalted, in His Book guides further about the criteria of
admissibility. The Qur’an explicitly states that “And bring to witness two
just men from among you and establish the testimony”.>* After ordering
to write down the debt, the same verse necessitates oral testimony of
upright witnesses on transactions, in order to prove the authenticity and
reliability in case of dispute. This does not mean that documentary
evidence is inadmissible without oral testimony. This verse implies that
there must be some surety which proves the authenticity of documentary
evidence. As this practice is commonly used in Western law as well,
where electronic evidence is authenticated by witnesses.>* This happens
in cases where there are doubts about the reliability of a document.

On the other hand, if the document is of such a nature that it is self-
authenticating, then it does not need witnesses®. For instance, it was
reported about Prophet (£) that he used to write letters and handed
them over to his envoys who sent them forward without knowledge of
its contents and the latter accepted them without asking for any
verifications.>® Judicial records of Ottoman Courts called sijjils, are also
a great proof to this argument. Such court records were mostly referred
to without testimony for future reference. Majority of Muslim jurists
accepted documentary evidence as valid means of proof in Islamic law.*’

Islamic law primarily relied on oral testimony. But documentary
evidence was not less important. For authentication of oral testimony,
purgation was necessary. Condition of a specific number of witnesses
for different wrongs, whether civil® or criminal®® is also essential in the
light of the Qur’an and Sunnah.

Purgation is derived from an Arabic term Tazkiyah®. It is formal
procedure which is carried out by the judge to check out the character
of witnesses. The admissibility of statement of the witness depends on
good reputation and his trustworthy behaviour. It shows a sense of
responsibility of a witness regarding the degree of truth he is likely to
speak during a trial. If his good deeds are dominating in his personality
upon his bad deeds, he is able to testify. Islamic legal system puts great
stress on purgation of witnesses. The reason is to get authentic evidence.
According to Imam Sarakhsi, the statement of just and probable witness
(shahid Adil) is how authentic oral testimony can be acquired.®' Similarly,
documentary evidence is either authenticated by just witnesses or other
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sources which can prove of being trust worthy, such as public records,
judicial registers, sealed documents, etc. So, it can be observed that
authentication of evidence, whether oral or documentary, has an important
place in Shari‘ah.

Application of Islamic Principles of Documentary Evidence on
Electronic Evidence in civil and criminal cases

As mentioned above, documentary evidence was unanimously
accepted by the jurists. But the extent of its use depends on type of the
trial, i.e. civil or criminal. In case of civil trials where the disputes related
to money matters, a legal maxim in Islamic law is applicable which says;
“writings in the form of entries in merchant books, deeds of will, diaries,
loan transactions, etc., are like talking to one another”.®> According to
most of the jurists, such entries are admissible if they are authenticated
by handwriting and signature experts or witnesses. This above mentioned
rule is similar to “the best evidence rule” in Common Law.®

Ibn Qayyim does not require authentication of documents that are
exchanged on daily basis as a customary practice. For example, as a
proof of writing alone, he states; “When the interlocutor says what do
you say about a stray animal engraved in its thigh, charity or endowment
or locked”? Is it appropriate for the judge to pass a judgment on the basis
of such marks, the answer was yes. It is the opinion of Maliki school of
thought and opined that such marks are stronger proofs than testimony.
Ibn Qayyim also quoted Imam Ahmad who was once asked about the
execution of deed of will found under the pillow of deceased person and
there is no one to testify about it. He replied “yes if the handwriting of
deceased was known for its uniqueness”.®

So if this situation is applied in civil cases, indeed electronic evidence
is a very strong mean of proof, if it passes the tests of admissibility. The
aim of both Islamic law and Common Law is to seek evidence that is
free of errors and tampering. In this situation, if the system that generates
the electronic evidence is reliable, such evidence will be admissible without
testimony. Based on the precedents of use of such reliable documents
commonly in Islamic courts, the test for reliability of computer system is
to be approved by an expert. But for business records the test is that the
whole business is running on the basis of that data.5

Jurists agree upon the admissibility of electronic evidence in criminal
cases that has ta zir punishments, but their opinion is differed upon for
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establishing fixed crimes like hudiid and gisas.®® For instance, if there
are some emails found from a boss who has tried to sexually assault his
subordinates, it can be proven for the crime of sexual harassment. But
the same messages, if they contain conversation about fun they both had
dating alone with each other cannot be proven for hadd or zind punishment
against both, according to the majority. The argument given by the scholars
are:

1. A legal maxim based on narration of Prophet (££) that governs
prosecution of sudiid, “Fixed punishments are nullified by doubts”.¢’

2. “The great danger of its fabrication and concoction for false charges,
by saying that the ominous fabrication of Uthman s signature via a
letter led to his tragic assassination.”®®

There is a minority of group who believe that official letters can
prove hudiid and gisds. For examples Ibn Qayyim is of the view that
Imam Bukhari believed that one letter of the ruler to the other is admissible
documentary evidence for crimes of homicide and hudiid. His opinion
was based on example set by Prophet (££) when he wrote to Jews for
the payment of diyah to the family of deceased person and another by
Caliph ‘Umar (R.A.) in hudid punishments.® But obviously, this example
cannot be applied to document mentioned above which is merely a private
email, unless it is corroborated by confession of both the parties who
committed hudid offence.

It can be concluded here that application of electronic evidence in
case of civil cases and fa zir crimes is agreed upon by jurists. But the
same cannot be applied in case of hudid and gisas. Unless they are
corroborated by other stronger pieces of evidence, such as oral testimony
that are stipulated in Qur’an and confession of parties during cross-
examination.

But the importance of electronic evidence in today’s world cannot
be denied because most of the criminals are caught on the basis of
CCTV films, video, recordings, pictures, call records, etc. These evidences
are very strong in nature. These are the proofs and if authenticated
properly cannot be negated by the accused. So there is a possibility that
the guilty party is made to confess the crime during cross-examination
or interviews. Otherwise, hudiid and gisas on the basis of electronic
evidence alone cannot be executed. In that case, judge has very vast
powers under fa ‘zir punishments. In order to keep the peace and harmony
of society, such criminals must be given deterrent punishments.”
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Computer Evidence and its Connection with Circumstantial
Evidence

There are two ways in which circumstantial evidence can be

connected to electronic evidence. These two ways are illustrated with
the help of two case studies to have a better understanding of the
concept.
1. Electronic crime is proved with the help of physical circumstantial
evidence. A case U.S v. Simpsons,”' illustrates it better. When the
defendant objected that the conversation alleged to be between him and
FBI agent, does not belong to him. The court rejected the plea and
observed that government authenticated the chat room printouts by a
number of circumstantial evidences. For instance, during the discussion
in the chat room, the defendant gave the name, street number and email
address. Later, during search of defendant’s house, a page was found
near his computer containing the email address, street number and
telephone number given to the agent.

2. Electronic Evidence is circumstantial evidence itself. Physical crime
is proved with the help of circumstantial evidence which is electronic in
nature. This can be best illustrated by a case, in year 2012, when a
person named, Christian Aguilar disappeared. He was a friend of Pedro
Bravo and both studied at the same University at Florida. Three weeks
later, the dead body of Augilar, was found from a grave, 60 miles away
from his residence. He was last seen with his friend Bravo. Police
suspected Bravo had some relation with the disappearance. After search
it was found that he was in possession of Augilar’s backpack. The
reason why Bravo was upset with Aguilar was that he had started a
relationship with Bravo’s ex-girlfriend. Hence, digital evidence made this
circumstantial case far more certain. Electronic evidence experts had
access to Bravo’s cell phone and got many key pieces of proofs.
Examiners found out that in the cache for the phone’s Facebook app,
there was a screenshot of a Siri search made near the time of Aguilar’s
disappearance that read, “I need to hide my roommate.” Determining the
tower that received signals from the cell phone, showed that Bravo had
moved far to the west after the disappearance. In the end, examiners
were able to investigate that the flashlight app on the cell phone was
used for almost one hour after the disappearance. After these evidences
and proofs, Bravo was tried in the court, in August 2014. During cross
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examination he admitted the crime and was convicted of first-degree
murder.”

In both the above mentioned situations, either of the party who has
successfully established strong relationship between authentic electronic
and circumstantial evidence, has got great chances to win the case. The
matters in which electronic evidence is the proof itself, as a circumstantial
evidence to the case, it is considered as a very strong proof. These
proofs are a centre of attraction for the investigation officers because
these proofs cannot be denied. For instance, DNA test, finger prints, call
records, text messages (record of the numbers and timings and on which
texts are sent).

Qarinah in Islamic Law and Rules for Computer Evidence

Circumstantial Evidence in Islamic Law is lexically derived from
the word Qarinah. The word Qarinah (pl. gard’in) implies association,
linkage, affiliation or genuine evidence. In the juristic sense, Qarinah
implies logical inference derived from certain facts from which a distinct
conclusion can be reached at.”

Technically, the meaning of Qarinah in Islamic Jurisprudence is
“some set of information or facts which demonstrate the presence or
non-presence of a thing (fact). The evidence of fact must likely be
proved in the court.”” Or it denotes “any signs and indications which
show the existence or non-existence of a fact in issue (the thing
claimed)”.”

Proving or disproving a fact with the help of Qarinah is endorsed
by the Qur’an, Sunnah, and precedent of Companions of Prophet. The
evidence in the Qur’an includes:

“So they both raced each other to the door, and she tore his shirt
form the back. They both found her lord near the door. She said:
“What is the (fitting) punishment for one who formed an evil design
against your wife, but prison or a grievous chastisement? He said:
“It was she that sought to seduce me from my (true) self” And one
of her house hold saw (this) and bore witness, (thus) “If it be that
his shirt is torn from the front, then her tale is true and he is a liar.
But if it be that his shirt is torn from the back then she is the liar,
and he is telling the truth!” So when he saw his shirt that it was
torn at the back, (Her husband) said: “Behold! It is a snare of you
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women. Truly, mighty is your snare!” O Yiusuf, pass this over! (O
wife), ask forgiveness for your sin, for truly you are at a fault.”’

These verses relate the tale of Prophet Yisuf (Joseph) in the
Qur’an and they are frequently cited in the figh books to legitimize the
utilization of fortuitous proof in Islamic Law. The charge of enticement
against the youthful Yusuf was ruled outthrough circumstantial evidence
alone.

Ibn Qayyim was among the advocates of the utilization of Qarinah.
Indeed, even in Hudiud cases he stated that, “Whosoever refuses to
apply al- ‘Amarat and al- ‘Alamat (Qarinah) in Islamic Law, verily, he
has destroyed many rules and had neglected many rights.””

Most of the authorities, especially contemporary legal scholars, treat
forensic evidence as a form of Qarinah (circumstantial evidence). For
instance, Al-Zuhaiyli maintains:

“As a matter of fact in our contemporary time, there have emerged
a number of powerful and clear forms of circumstantial evidences
and indicators in the field of proof and evidence. For example, the
identification of the culprit through fingerprints, blood testing,
photographs, sound recordings, and blood sampling. . . . But the
court has to be extremely cautious about using them as the chances
of tampering with them are greatly worrisome.””®

Prof. Anwarullah, another contemporary thinker, classifies a number
of forensic processes as circumstantial evidence. These include, autopsy
results on the corpse, blood spots, finger impression, footprints,
identification by tracks, handwriting samples, injury marks, violence marks
on private parts of body of victim, and presence of incriminating objects,
such as the weapon of the offence, and tire and radiator marks on the
body of victim in case of accident.”

Another renowned expert in this field, Dabur, includes forensic
evidence as al-Qard’in al-Mustahdathah (the modern types of
circumstantial evidences). He points out that in case of an autopsy for
determining the cause of death (for instance, when the criminal strangled
the deceased and hanged him, just to show that the victim has committed
suicide). Other examples include blood tests for identification purposes or
verification of finger impression and foot-prints, found on the objects
used in the killing. All the above mentioned techniques, according to him,
are tools which make the case stronger and a best source of
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authentication.®® But this opinion is of a minority of jurists who are very
few in number. Majority of the jurists think that Hudiid and gisas cannot
be executed on the basis of circumstantial evidence only without other
corroborating evidences. But the judges have vast powers under the area
of ta ‘zir punishments. If they are sure that wrong is being done by the
accused they can give strict punishments. There are jurists who think
that judge can even give death punishment by way of ta zir.

Ibn Taimiyyah, Ibn Qayyim al-Jawziyyah and Ibn Farhun integrated
circumstantial evidence into figh doctrine of evidence and procedure.
Ibn Qayyim went so far as stating that physical indicators are stronger
evidence than the testimony of witnesses, because they do not lie. Expert
witnesses, by knowing how to interpret physical indicators, or how to
interpret “the language of things,” become indispensable aids to judges.*

Conclusion

Classical Islamic Law did not leave any direct precedent for
electronic evidence. But it did leave general principles given in Shari ‘ah
for evidence, which can help address new problems. Rules pertaining to
documentary evidence and circumstantial evidence provide a very strong
analogical base for electronic evidence. These Shari‘ah principles can
be easily compared with Common Law rules on electronic evidence to
check their permissibility under Shari ‘ah.

Computer evidence is a very vast field carrying a large number of
types in it. Significance of electronic evidence and its role in society is
undeniable. It has put a great impact on trials and evidence system. Most
of the cases involve electronic evidence, whether it be documentary
evidence generated electronically from a bankor a circumstantial evidence,
derived from a cell phone of accused, or from Internet browser history
of accused. That is why judges are grappling with these issues and trying
to settle the principles to have smooth working of electronic evidence
during trial.

Four steps for seeking admissibility of electronic evidence are must.
Among them are relevance, authentication, rule against hearsay and best
evidence rule. All these rules are designed to overcome the doubts attached
to electronic evidence. Fragile nature of electronic evidence leads to
doubts about tampering, authorship etc. That is why authentication of
evidence is of utmost importance. Different kinds of evidence need
different methods of authentication.

Electronic evidence operates differently in civil and criminal cases.
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In civil cases, electronic discovery is the most daunting task. Similarly in
criminal cases, evidence is seized by the investigation officers. The method
of investigating, extracting, and presenting electronic evidence in court is
very different from traditional as well as civil evidence.

Legal basis for admissibility in Shari‘ah is based on rules of
documentary and circumstantial evidence. The Qur’an gives special
importance to Kitabah. Same is the case with Sunnah of Prophet (£%).
During the glorious periods of Muslim empires like Abbasids, Ottomans,
documentary evidence was heavily used in courts and was referred to
as a strong mean of proof. Since electronic evidence is also a documentary
evidence so it is admissible under Islamic Law. But Islamic Law admits
authentic documentary evidence, either by testimony of just witnesses or
documents which are self-authenticating (stamped, sealed), whose chain
of custody is reliable and is free of doubts. Similarly, electronic evidence
shall be duly authenticated by the technological means available for its
authentication or by just witnesses or experts, as per Islamic Law. This
case may be applied unconditionally in civil cases, but in criminal cases
this rule does not apply in case of Hudid and gisas. These are fixed
punishments, and cannot be executed solely on the basis of electronic
evidence, due to element of doubt in it. If that element of doubt is erased
by confession of parties, or oral testimony of just witnesses then Hudid
and gisas can be executed.

There is no doubt that electronic evidence is a very strong
circumstantial evidence, like, DNA, finger prints, pictures, videos etc.
These pieces of evidence strengthen the case a lot, especially if these
evidences are corroborated by other evidences, they erase the element
of doubt in it. The rule of documentary evidence in case of Hudiid and
gisas applies to circumstantial evidence as well. But judges have very
vast powers in case of ta ‘zir punishments. Such offenders can be
punished in a deterrent manner, to bring peace in society.
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